
 
 

 

 

 

 

 

 
 
 

I. Initiating Authority 

A. The IT Governance and Data Governance Committees serve as the initiating 

authority for this policy. 

II. Purpose 

A. Data and information are important assets of the College and must be protected 

from loss of integrity, confidentiality, and availability. The purpose of this policy is to 

set forth the requirements for classifying and protecting the College's Data in 

compliance with state and federal laws, regulations, and policies. 

III. Policy 

A. Data Sensitivity Classification 

All College Data must be classified in accordance with the requirements of this policy. 

The appropriate classification for a collection of College Data will be based on the 

most sensitive information within the collection, even if the collection contains other 

information that would fall within a less sensitive classification if it were stored 

separately. 

B. Data Owner Responsibility 

Data Owners are responsible for ensuring the proper classification and protection of 

all College Data that is under their control in accordance with College policy and all 

security safeguards required by the Information Technology (IT) department. 

C. Classification Schema 

The classification of College Data will be based on how the data is used, its sensitivity 

to unauthorized disclosure, and any requirements imposed by external agencies or 

applicable laws. All College Data and third-party owned Proprietary Data, must be 

classified under the four levels of data sensitivity classification outlined in this policy. 
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The classification of a particular item will depend on the highest level of data 

sensitivity which it contains. Storage media (e.g., documents, spreadsheets, and 

meeting recordings/transcriptions are not able to be classified in any one level 

universally and depend on the types of information that they contain).  

1. WSU Tech Public Data 

WSU Tech Public Data generally has a very low sensitivity, but it still 

warrants protection since the integrity and protection of the data can be 

important. WSU Tech Public Data is explicitly or implicitly approved for 

distribution to the public without restriction. Examples of WSU Tech 

Public Data include, but are not limited to, the following: 

a. Information provided on the College's public website; 

b. Information approved for release by the Registrar's Office that has 

been deemed "Directory Information," as defined by the College in 

accordance with the Family Educational Rights and Privacy Act 

(FERPA); the release of this information is guided by College 

policy and procedures, and will typically be performed by 

designated staff only or requires approval. 

c. Course descriptions; 

d. Semester course schedules; or 

e. Press releases and openly accessible publications. 

2. WSU Tech Campus Data 

WSU Tech Campus Data is information that has a low level of sensitivity 

but is intended only for students, on-campus industry partners, and 

College personnel. Examples of WSU Tech Campus Data include, but 

are not limited to, the following: 

a. Campus Announcements not for public use such as upgrades, 

security changes and downtime notifications; or 

b. Instructional information related to the education process that is 

not public in nature, such as class-wide announcements for 

systems access. 

3. WSU Tech Private Data 

https://wsutech.edu/wp-content/uploads/Policies_Procedures/Chapter%203%20-%20Students/FERPA%20Notification.pdf
https://studentprivacy.ed.gov/ferpa
https://studentprivacy.ed.gov/ferpa
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WSU Tech Private Data is information that has low to moderate 

sensitivity and that is intended for internal College business use only, 

with access restricted to a specific workgroup, department, group of 

individuals, or affiliates with a legitimate need to use or access the 

information. Unauthorized disclosure could adversely impact the 

College, third parties, or individuals. Examples of WSU Tech Private 

Data include, but are not limited to, the following: 

a. Financial accounting data that does not also contain WSU Tech 

Restricted Data; 

b. Departmental intranet; 

c. Information technology transaction logs; 

d. WSU Tech ID; 

e. Information security logs; 

f. Directory information for students, faculty, and staff who have 

requested non-disclosure, such as students opting out under 

FERPA; or 

g. Non-directory information or student records that are protected 

under FERPA, which includes information that is directly related to 

a student and maintained by an educational institution or by a 

party acting for the agency or institution. 

4. WSU Tech Restricted Data 

 WSU Tech Restricted Data is highly sensitive information maintained, 

collected, or recorded by WSU Tech that is intended for limited, specific 

use by a workgroup, department, group of individuals, or third party 

(typically pursuant to a contract or agreement) with a legitimate need to 

use or access the data. Explicit authorization by the designated Data 

Owner is required for access to WSU Tech Restricted Data because of 

legal, contractual, privacy, or other constraints. Unauthorized disclosure 

could have a serious adverse impact on the College, affiliates, or 

external parties and violates the personal privacy of individuals, federal 

or state laws and regulations, or contractual obligations of the College. 

Examples of WSU Tech Restricted Data include, but are not limited to, 

the following: 

a. Sensitive Personally Identifiable Information (SPII) 

There are two classes of SPII. The first class includes SPII 

that is sensitive regardless of whether any other identifier is 

paired with it ("Stand-Alone"). The second class of SPII 

becomes sensitive when it is combined with other types of 

Personally Identifiable Information (PII). The following are 

examples of each type of SPII: 
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i. Stand-Alone SPII: 

1. Social Security, driver's license, state ID, 

alien registration, or passport numbers; 

2. Financial Account Number or credit/debit 

card numbers; 

3. Identifiable Genetic Information and 

Biometric Identifiers; 

4. Data of a known child (less than 13 years of 

age); or 

5. Federal Tax Information 

ii. SPII when paired with other PII (such as a name 

or identification number): 

1. Medical Records (personal health 

information not covered under HIPAA; 

identifiable FERPA treatment records); 

2. Citizenship or immigration status; 

3. Racial or ethnic origin; 

4. Religious or philosophical beliefs; 

5. Sexual orientation; 

6. Criminal records; 

7. Employment records; 

8. Date of birth; 

9. Precise geolocation or Internet Protocol 

addresses (IP addresses); 

10. Last four digits of Social Security Number; 

11. Mother's maiden name; 

12. Union Membership; 

13. Text Messages (unless the business holding 

them is the intended recipient of the text 

message); or 

14. Videos, audio, or pictures of a person taken 

when the person would have an expectation 

of privacy (i.e., treatment videos taken in a 

clinic, etc.). 

b. Protected Health Information (PHI) (including Designated Record 

Sets) held by Covered Entities; 

c. Controlled Unclassified Information (CUI); 

d. Information or data classified as "For Official Use Only" (FOUO); 

e. Information or data subject to federal export control regulations; or 

f. Facilities and Technology Control Plans. 
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D. Classification and Safeguards Specified by a Third Party 

1. Third-Party-Owned Proprietary Data 

Any classification and security standards for Proprietary Data that is 

owned by a third party, such as an individual, corporation, or 

government agency, will be specified by the third-party owner. The 

following are examples of proprietary data: 

a. Data classified as proprietary, confidential, or a trade secret in a 

non-disclosure agreement, contract, or proprietary information 

agreement. 

b. Data labeled as proprietary, confidential, or a trade secret. 

c. Data regarded as a "trade secret" as defined by the Kansas 

Uniform Trade Secrets Act, KSA 60-3320, et seq 

E. Compliance with Laws and Policies 

College Data may be governed by state and/or federal laws, regulations, 

executive orders, guidance, or other policies. Data Owners must ensure 

compliance not only with College policies and all security safeguards required by 

the College’s IT department, but also with any state and/or federal requirements 

that govern the College Data for which they are responsible. The following are 

some examples of College Data that are subject to additional requirements: 

1. SPII may be governed by state privacy laws, the Common 

Rule (protection of human subjects), the Gramm-Leach-Bliley 

Act (financial information), and FERPA (student information). Employees 

should refer to Policy 2-70 Confidentiality, Policy 3-06 Privacy of Student 

Records, Policy 3-18 FERPA, Policy 9-02 Electronic Data Security, and 

Policy 9-05 Gramm-Leach-Bliley Act Compliance Plan for further 

information on the confidentiality of education and financial records. 

2. PHI is governed by the Health Insurance Portability and Accountability 

Act of 1996 (HIPAA).  

3. CUI is regulated by the National Archives and Record Administration in 

accordance with federal Executive Order 13556 and 32 CFR Part 2002. 

CUI shall be labeled according to CUI Markings standards set forth by 

the National Archives and Record Administration in addition to any other 

data labels required by this policy. 

4. Scientific or technical information may be subject to federal export 

control regulations and Export Administration Regulations, 15 CFR Parts 

730-774).  

F. Data Protection 

1. Data Security Safeguards 

https://www.ksrevisor.gov/statutes/chapters/ch60/060_033_0020.html
https://www.ksrevisor.gov/statutes/chapters/ch60/060_033_0020.html
https://www.hhs.gov/ohrp/regulations-and-policy/regulations/45-cfr-46/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/regulations/45-cfr-46/index.html
https://www.ftc.gov/business-guidance/privacy-security/gramm-leach-bliley-act
https://www.ftc.gov/business-guidance/privacy-security/gramm-leach-bliley-act
https://studentprivacy.ed.gov/ferpa
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://www.archives.gov/cui/about
https://www.govinfo.gov/content/pkg/FR-2010-11-09/pdf/2010-28360.pdf
https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf
https://www.archives.gov/cui/registry/category-marking-list
https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C
https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C
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College Data must be protected in accordance with this policy and all 

security safeguards as required by the College’s IT department, and in 

accordance with all governing state and federal requirements. All 

College Data shall follow the concepts of Least Privilege and Need to 

Know. 

2. Level of Protection 

Data with the highest risk requires the greatest level of protection to 

prevent compromise, whereas data with lower risk requires 

proportionately less protection. College Data may fall within multiple 

classification schemes. For instance, research data and non-sensitive 

PII could span across all four classifications. The level of protection 

required for research data and non-sensitive PII is dependent upon the 

entities who create, store, process or transfer it and the contractual 

agreements, laws, or regulations that govern those entities.  

3. Contracts with Third Parties 

Contracts between the College and third parties involving College Data 

must include language requiring compliance with all applicable laws, 

regulations, and College policies related to data and information 

security. If College Data is used or disclosed in any manner other than 

allowed by the contract the Vice President, Finance & Administration 

must be notified immediately. 

IV. Definitions 

A. For the purpose of this policy only, the following definitions shall apply: 

1. Biometric Identifiers: Personal data resulting from specific technical 

processing relating to the physical, physiological, or behavioral 

characteristics of a natural person, which allow or confirm the unique 

identification of that natural person and that are used for identification 

purposes. Examples include facial recognition, iris recognition, 

fingerprint, voice recognition, hand geometry, behavior characteristics, 

retina scan, typing rhythm, and gait. 

2. College: Wichita State University Campus of Applied Sciences and 

Technology (WSU Tech). 

3. College Data: All information or data, including College-owned 

Proprietary Data, that is created, stored, or processed in any format by 

the College or is transferred to or through the College including, but not 

limited to, handwriting, print, computer media, video or audio tape, film, 

microfilm, and microfiche. 
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4. Controlled Unclassified Information (CUI): Information that is 

recognized by the National Archives and Records Administration as 

requiring safeguarding or dissemination controls pursuant to and 

consistent with applicable law, regulations, and government-wide 

policies but is not classified under Executive Order 13526 or the Atomic 

Energy Act, as amended. 

5. Covered Entity: A health plan, health care clearinghouse, or health 

care provider that transmits any health information in electronic form in 

connection with a transaction covered by HIPAA. 

6. Data Custodian: An Employee(s), department, division, or unit of the 

College who has been entrusted by a Data Owner with responsibility for 

the maintenance and protection of a collection or set of College Data at 

an administrative and/or operational level. 

7. Data Owner: An Employee(s), department, division, or unit of the 

College who has created or is responsible for a collection or set of 

College Data, including the proper handling and protection of that 

College Data. 

8. Designated Record Set: A group of records maintained by or for a 

Covered Entity that is: (a) the medical records and billing records about 

individuals maintained by or for a covered health care provider; (b) the 

enrollment, payment, claims adjudication, and case or medical 

management record systems maintained by or for a health plan; or (c) 

used, in whole or in part, by or for the Covered Entity to make decisions 

about individuals. For purposes of this definition, a record means any 

item, collection, or grouping of information that includes protected health 

information and is maintained, collected, used, or disseminated by or for 

a Covered Entity. 

9. Employee: An individual who provides services to the College on a 

regular basis in exchange for compensation and receives a W-2 for such 

services. This includes temporary and part-time Employees. 

10. Financial Account Number: A unique string of numbers, letters, and 

other characters that identify a specific financial account, such as 

routing numbers, checking or savings account numbers, mutual fund or 

annuity account numbers. 

11. Genetic Information: Information about an individual's genetic tests, 

the genetic tests of an individual's family members, or the manifestation 

of a disease or disorder of an individual's family members. Genetic 

Information also includes an individual's request for, or receipt of, 

genetic services, or the participation in clinical research that includes 

genetic services by the individual or a family member of the individual, 

https://www.archives.gov/isoo/policy-documents/cnsi-eo.html
https://www.nrc.gov/docs/ML1327/ML13274A489.pdf
https://www.nrc.gov/docs/ML1327/ML13274A489.pdf


8 
 

and the genetic information of a fetus carried by an individual or by a 

pregnant woman who is a family member of the individual and the 

genetic information of any embryo legally held by the individual or family 

member using an assisted reproductive technology. Genetic information 

does not include information about the sex or age of any individual. 

12. Least Privilege: Means individuals, processes, and systems should 

only have the minimum level of access and permissions necessary to 

perform their legitimate functions. 

13. Need to Know: Means individuals should only have access to data that 

is relevant and necessary for their academic, administrative, or research 

activities. 

14. Non-Controlled Affiliated Organizations: WSU Tech Foundation. 

15. Personally Identifiable Information (PII): Any information relating to 

an identified or identifiable natural person, which is a person who can be 

identified, directly or indirectly, in particular by reference to an identifier 

such as a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, physiological, 

genetic, mental, economic, cultural or social identity of that natural 

person. 

16. Proprietary Data: Information that is developed, created, discovered or 

otherwise owned by an individual or entity that must be maintained in a 

confidential manner if required by such individual or entity. 

17. Protected Health Information (PHI): Individually identifiable health 

information that is created, received, or maintained by a Covered Entity, 

which is transmitted by electronic media, maintained in electronic media 

or transmitted or maintained in any other form or medium (including 

paper records, photos, or images). 

18. Sensitive Personally Identifiable Information (SPII): Personally 

Identifiable Information that if lost, compromised, or disclosed without 

authorization, could result in substantial harm, embarrassment, 

inconvenience, or unfairness to an individual. 

V. Questions and Deviations 

A. Questions or concerns regarding this policy or data classification deviations may be 

submitted to the IT department by emailing ithelpdesk@wsutech.edu. 

VI. Implementation Timeline and Legacy Data 

mailto:ithelpdesk@wsutech.edu
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A. All new information technology systems designed and implemented after December 

31, 2026, must comply with all security safeguards required by the College’s IT 

department. 

B. Data Owners and Data Custodians must have a written compliance plan for all 

existing information technology systems and legacy data by January 1, 2028. This 

plan shall address the data classification strategy and estimated resourcing 

requirements. This does not require all data to be classified for compliance. Plans 

may be reviewed by the IT department or delegated department based upon 

institutional risk and need. 

VII. Applicable Laws and Additional Resources 

A. Family Educational Rights and Privacy Act of 1974 (20 U.S.C. § 1232g; 34 CFR Part 

99) 

B. Health Insurance Portability and Accountability Act of 1996 (P.L. 104-191 (1996); 45 

CFR Part 160 and Subparts A and E of Part 164) 

C. Gramm-Leach-Bliley Act (P.L. 106-102, 113 Stat. 1338 (1999)) 

D. Electronic Communications Privacy Act of 1986 (18 U.S.C. §§ 2510-2523) 

E. Export Administration Regulations (15 CFR Parts 730-774) 

F. Protection of Human Subjects (Common Rule) (45 CFR Part 46) 

G. Executive Order 13556: Controlled Unclassified Information; 32 CFR Part 2002. 

H. NIST Special Publication 800-171, Revision 3: Protecting Controlled Unclassified 

Information in Nonfederal Systems and Organizations 

I. NIST Special Publication 800-88, Revision 1: Guidelines for Media Sanitization 

J. NIST Special Publication 800-53, Revision 5: Security and Privacy Controls for 

Federal Information Systems and Organizations 

K. NIST Special Publication 800-60, Vol. 1, Revision 1: Guide for Mapping Types of 

Information and Information Systems to Security Categories 

L. Controlled Unclassified Information (CUI) Markings | National Archives and Records 

Administration 

M. Kansas Open Records Act, K.S.A. § 45-215, et. seq. 

N. Kansas Health Information Technology Act, K.S.A. § 65-6821, et seq. 

O. K.S.A. § 21-6107: Crimes involving violations of personal rights 

P. State of Kansas ITEC Policy 8010A: Kansas Data Compliance Requirements 

https://studentprivacy.ed.gov/ferpa
https://studentprivacy.ed.gov/ferpa
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
http://www.ftc.gov/privacy/privacyinitiatives/glbact.html
https://it.ojp.gov/default.aspx?area=privacy&page=1285
https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-A/part-46
https://www.govinfo.gov/content/pkg/FR-2010-11-09/pdf/2010-28360.pdf
https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r3.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
https://www.archives.gov/cui/registry/category-marking-list
https://www.archives.gov/cui/registry/category-marking-list
https://www.ksrevisor.org/statutes/ksa_ch45.html
https://www.ksrevisor.gov.ksrevisor.org/statutes/chapters/ch65/065_068_0021.html
http://kslegislature.org/li_2012/b2011_12/statute/021_000_0000_chapter/021_061_0000_article/021_061_0007_section/021_061_0007_k/
https://www.ebit.ks.gov/resources/governance/it-executive-council/itec-policies-standards/8010a-kansas-data-review-board-standards
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Q. State of Kansas ITEC Policy 7230A: Information Technology Security 

Standardshttps://gdpr-info.eu/ 

R. WSU Tech General FERPA Overview 

S. WSU Tech Policy 2-70 Confidentiality 

T. WSU Tech Policy 3-06 Privacy of Student Records 

U. WSU Tech Policy 3-18 FERPA 

V. WSU Tech Policy 9-02 Electronic Data Security 

W. WSU Tech Policy 9-05 Gramm-Leach-Bliley Act Compliance Plan 

 

https://www.ebit.ks.gov/home/showpublisheddocument/926/638317550243230000
https://www.ebit.ks.gov/home/showpublisheddocument/926/638317550243230000
https://gdpr-info.eu/
https://app.wsutech.edu/Portal_Images/Ferpa/FerpaOverview.pdf
https://wsutech.edu/wp-content/uploads/Policies_Procedures/Chapter%202%20-%20Personnel%20Policies/2-70%20Confidentiality.pdf
https://wsutech.edu/wp-content/uploads/Policies_Procedures/Chapter%203%20-%20Students/3-06%20Privacy%20of%20Student%20Records.pdf
https://wsutech.edu/wp-content/uploads/Policies_Procedures/Chapter%203%20-%20Students/3-18%20FERPA.pdf
https://wsutech.edu/wp-content/uploads/Policies_Procedures/Chapter%209%20-%20IT/9-02%20Electronic%20Data%20Security.pdf
https://wsutech.edu/wp-content/uploads/Policies_Procedures/Chapter%209%20-%20IT/9-05%20Gramm-Leach-Bliley%20Act%20Compliance%20Plan.pdf

